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Oo01ue moJioKeHus

Hacrosiee [Tonoxxenue peramaMeHTUpYET BOIPOCH HHPOPMALIMOHHOM 0€3011acHOCTH

MyHUIIMNanbHOTO OIOKETHOTO CIEHAIBHOTO (KOPPEKIIMOHHOT0) 00pa3oBaTeib-

HOT'O YUPEXKACHUS ISl 00y4aroluXCcsi, BOCHUTAHHUKOB C OTPAaHUYECHHBIMU BO3MOXK-

HOCTAMHU 370poBbsi «CrienuanbHas (KOppEeKIMOHHAsA) 001eo0pa3oBaTebHas KO-

na-untepHat Ne 9 VIII Bupa» (nanee — YupexaeHue).

Lenpsro Hacrosimero Ilonoxenus sBisieTcss oOecrieyeHUE HEOOXOAMMBIX MEp IS

3aUThl MTHGOPMAIIMK, PECYpPCOB U TEXHUYECKUX CPEICTB MH(OPMAIMOHHOU CHU-

CTEMBI OT CIIy4allHOTO WUJIU MPEHAMEPEHHOT0 U3MEHEHUS, PACKPBITUS I YHUYTO-

KEHUS, a TaKKe B LENAX COOMIOJeHUSI KOH(UIEHIUATBLHOCTH, LETOCTHOCTU U J10-

CTYNMHOCTU MH(OpManuu, odecreueHus mnporecca aBTOMaTU3UPOBAHHON 00paboTKH

JAHHBIX B YUPEXKICHUU.

Hacrosiiuee Ilonoxkenune ompenensieTcs B COOTBETCTBUHA C HOPMATHBHBIMH IIPABO-

BBIMH aKTaMH:

— @enepanbHbIi 3ak0H 0T 27.06.2007 1. No 152-D3 «O nepcoOHAIBHBIX TaHHBIX»;

— @enepanbHbii 3ak0H 0T 23.12.2010 r. Ne 359-®3 «O BHECeHMU U3MEHEHUS B
cratbio 25 ®enepanpHOro 3akoHa «O MEpCOHAIBHBIX TAHHBIXY;

— Ilocranonenue [IpaBurensctBa PO ot 01.11.2012 r. Nel1119 «O06 yTBepxnennu
TpeOOBaHMI K 3alllUTE MEPCOHATBHBIX NAHHBIX MPH UX 00paboTke B MH(pOpMa-
[IUOHHBIX CUCTEMAaX NEPCOHANBHBIX JTAHHBIX;

— Tlpuxaz ®CTIK/OCb/Munundopmcssazu Poccun ot 13.02.2008 1. No 55/86/20
«O06 ytBepxaeHun Ilopsanka mpoBeneHus kKiaccupukanuu HUHOOPMAIMOHHBIX
CHUCTEM MEPCOHAJIBHBIX JaHHBIX);

— TIpuka3z ®CTOK Poccun ot 05.02.2010 r. Ne58 «O6 yrBepkaeHuu [lonoxeHus o
METO/ax M Croco0ax 3amuThl HHPOpMAIUU B HHHOPMAIIMOHHBIX CUCTEMAX Tep-
COHAJIBHBIX JIAHHBIX»;

— Mertoauka onpeneneHns akTyalbHbIX YTpo3 0€30MaCHOCTH MEPCOHANbHBIX JaH-
HBIX MpU WX 00paboTKe B MH(POPMAIMOHHBIX CHCTEMax MEPCOHAIBHBIX JTAHHBIX
(yrBepxknena @®CTOK 14.02.2008 r.).

TpebGoBanus Hactosimiero IlonokeHus pacpoCTpaHSIOTCS Ha BCIO MH(MOpMAIU0 U

pecypcbl 00paboTku nHpoOpManuu Y YpeskaIeHus.

Cob6monenne Hacrosimiero IlomoxkeHust o0si3aTeNbHO Ul BCEX COTPYIHUKOB (Kak

MOCTOSTHHBIX, TaK U BpeMEHHBIX). OTBETCTBEHHOCTh 3a COOJIIOeHUE MH(DOPMAIIMOH-

HOM 0€30MMaCHOCTH HECET KaX bl COTPYAHUK Y UPEKICHUSI.

B norosopax ¢ TpeTbUMH JHUIIAMH, MMOJYYAIOUIMMU JOCTYN K WHGOpManuu Yupe-

KICHUS, MOJDKHA OBITh OTOBOpPEHA OOS3aHHOCTH TPETHErO JIMIA O COOJIFOJICHHIO

TpeboBaHuii HacTosmero Ilonoxenus.



IL.

2.1.

OcHoBHBIE INOHATHUSA, HCII0Jb3YEMbIC B HACTOAIICM MMOJIOKCHUU

B HaCTOAIIICM [TonoxxeHus HCITIOJIB3YIOTCA CIICAYIOINUC OCHOBHBIC ITOHATHUSA:

ABTOMaTH3MpPOBaHHOe padouee mMecto (APM) — mporpaMMHO-TEXHUYECKHUI
KOMIUJIEKC, MPEIHA3HAYEHHBIN JJI1 aBTOMATU3ALUN JEATEIbHOCTH ONPEACICHHOTO
BUJA;

AIMUHHCTPATOP MH(OPMALMOHHONH 0€30IACHOCTH — COTPYIHUK, JOJKHOCT-
Hble 00SI3aHHOCTH KOTOPOTO MOJApa3yMeBaloT olecrieueHue 0e30MacHOCTU KOM-
NBIOTEPHON TEXHUKH, CETH U MIPOTPAMMHOT0 00€CTIeUeHUs B OpraHu3aliy;
AyTeHTH(UKAIMA — TPOLEAypa MPOBEPKU MOJIUHHOCTU MOJb30BATENS HH-
(hOpMaIMOHHON CHUCTEMBI TyTEM CpaBHEHHS BBEJAEHHOTO MM TApoJIs C MapoJieM
COXpaHEHHBIM B 0a3€ TaHHBIX MOJIb30BATENCH;

ba3a nannbix (b/l) — COBOKYTHOCTh JaHHBIX, OPTAHU30BAHHASI B COOTBETCTBUU C
OTPEICICHHBIMY MPABUJIAMU U MOJACPKUBAEMasi B TaMsITH KOMITbIOTEPA;
Be3onacHocts uHpopManuu (IaHHBLIX) — COCTOSIHUE 3alTUIIEHHOCTH HUH(OP-
Maluu (JJaHHBIX), IPH KOTOPOM obecrnieunBaroTcs e€ (MX) KOHGUIECHIIUATBLHOCTD,
JOCTYITHOCTh Y L[EJIOCTHOCTb.

Nudopmanuonnas 6ezonacHoctb (UbB) — cocTosHue 3alUIIIEHHOCTH JAHHBIX,
XapaKTEPU3yeMOEe CIIOCOOHOCTBIO MOJIb30BATENEH, TEXHUUECKUX CPEICTB U UH-
(bopMaIMOHHBIX TEXHOJIOTUN 00eceunTh KOHPUIECHIIUATBHOCTD, IIEJIOCTHOCTh U
JOCTYIHOCTh IAHHBIX MIPU UX 00paboTKe B MH()OPMALIMOHHBIX CUCTEMAX JaHHBIX;
Nudpopmanuonnas cucrema (MC) — cucrema, npenHa3HaueHHAs AJ1s1 XPAHEHHUS,
noucka U o0paboTku MHGOPMAIIUU U COOTBETCTBYIOIINE OPTraHU3AIlMOHHBIE pe-
cypchl (4enoBedYecKkre, TEXHUUECKUe, (PMHAHCOBBIC U T. 1.), KOTOpbIe 00ecedu-
BAIOT M PaCIpOCTPaHSAIOT HHPOPMALIUIO;

NudopmanuoHHble TEXHOJIOTHM — MPOLIECCHl, METOABI MOUCKA, cOOpa, XpaHe-
HUs, 00pabOTKH, TIPENOCTABIEHUS, PACTIPOCTPAHECHUSI UHPOPMAIIUK U CTIIOCOOBI
OCYILIECTBJIEHUSI TAKUX MPOLIECCOB U METO/OB;

Hoctyn k uH(GOpMAIMM — BO3MOXHOCTh TMOJy4YeHUsT MHPOpMAIUU U €€ HC-
MOJIb30BAHUS;

Joctyn k MHPOPMALMOHHOM CHUCTEMe — IMOJYYEHHUE BO3MOKHOCTH O3HAKOM-
neHus ¢ nHbopmanuent, e€¢ 00padoTKu U (MIK) BO3ACHCTBUS HA MHGOPMAIIHIO U
(wn) pecypchl aBTOMaTU3UPOBAHHON MH(POPMAIIMOHHON CHCTEMBI C HCIOJIB30-
BaHUEM MPOTPAMMHBIX U (UJIM) TEXHUYECKUX CPEJCTB;

KonTpoaupyemasi 30Ha — NpoCTPaHCTBO (TEPPUTOPHS, 3/1aHUE, YACTh 3JIaHMUS,
NOMEIIIEHHE), B KOTOPOM HCKIIFOUEHO HEKOHTPOIHpyeMoe MpeObIBaHHE MOCTO-
POHHUX JIHII;



KonduaenunanabHocts MHpOpManum — 3T0 CBOMCTBO MH(OpMAIMK OBITH U3-
BECTHOM TOJIBKO JOMYIICHHBIM U MPONISANIUM MPOBEPKY (aBTOPHU3AIUIO) CYyOh-
€KTaM CUCTeMBbI (TI0JIb30BaTelsAM, [IpOorpaMMamM, IIporeccam U T.1.);

JlokanbHasg BeruucauTenabHass cectb (JIBC) - KoMIIbIOTEpHAsl CETh, MOKPHI-
Baromiass OOBIYHO OTHOCHTEIHHO HEOOJBIIYI0 TEPPUTOPUIO WM HEOOJBIIYIO
rpymmy 3aaduit (oM, oduc, pupmy, MKOITY);

Hapymurens 6e3onmacHocT — GU3MUECKOE JIMIO, CIyYailHO WM TMpegHame-
PEHHO COBEPILIAIOLIEE JIEUCTBUSA, CIEACTBUEM KOTOPBIX SIBISETCS HapyLICHUE
0€30MacHOCTH JAHHBIX MPU X 00pabOTKe TEXHUYECKUMU CpPEeACTBaMU B UH(OP-
MAIIMOHHBIX CUCTEMAaX JIaHHBIX;

Hocurenu naHHBIX — MaTepuaigbHble OOBEKTHI WM YCTPOMCTBA C ONpPENEIEH-
HBIMH (PU3UYECKUMU CBOMCTBAMH, TTO3BOJISIONIMMHU UCIIOJIB30BATh UX ISl 3aIUCH,
XPAaHEHUS U CYUTHIBAHUS JAHHBIX;

Onepaunonnas cucrema (OC) - KOMIUIEKC B3aMMOCBSI3aHHBIX IPOTPAMM,
IIPEAHA3HAYEHHBIX I YIPABICHHUS pPECYpCaMH KOMIBIOTEPA U OPraHU3ALUHU
B3aUMOJEHCTBHUS C II0JIb30BATEIIEM;

IHoab30BaTesib HHPOPMALMOHHON CHCTEMBbI — JIUIO, YYacTBYIOIIee B (yHK-
[IUOHUPOBAHUM HH(POPMAIIMOHHON CHUCTEMBI JAHHBIX WJIM HCIOJb3YIOIee pe-
3yJbTaThl €€ (PYHKIIMOHUPOBAHUS;

IIpaBuia pasrpaHuveHusi J0CTYIIa — COBOKYIIHOCTb NPABWJ, PETIAMEHTHUPY-
IOIIKX TIpaBa JI0CTYyIMa CyObEKTOB AOCTyINa K 00bEKTaM J0CTYTIa;

IIporpamMmMHoe BO3eiiCTBHE — HECAHKIIMOHUPOBAHHOE BO3JAECHCTBUE HA PECYPCHI
aBTOMATU3MPOBAHHON MH(DOPMAIMOHHOW CHCTEMBI, OCYIIECTBIIIEMOE C UCIOJb-
30BaHUEM BPEIOHOCHBIX MPOrPamMM;

IIporpammuoe odecneyenue (I1O) - Bce nnm yacTe mporpamm, npoueayp, mnpa-
BUJI M COOTBETCTBYIOIIEH JOKYMEHTAIIMN CUCTEMbI 00pab0TKH MHGOpMAIIHH;
Pecypc uHpoOpMAIMOHHON CHCTEMbl — WMEHOBAHHBIA 3JIEMEHT CHUCTEMHOTO,
MPUKJIAIHOTO WJIM alapaTHoro obecrnedyeHus: (PyHKIHMOHUPOBAHUS HHPOpMA-
LIMOHHON CHUCTEMBI;

Cucrema xkoHTeHTHOM (uiabTpanun (CK®) - yCcTpoiCTBO WM MPOrPAMMHOE
oOecniedyeHue A1 (PUIBTPALMU CAUTOB M0 UX COACPKUMOMY, HE MO3BOJSIOLICE
MOJIYYUTh JIOCTYH K ONpPENENIEHHBIM callTaM WM yciayram cetu MHTepHer, cu-
CTeMa MO3BOJISIET OJIOKUPOBATH BEO-CANTHI C COAEPKUMBIM, HE MTPEAHA3HAYEHHBIM
IUIS1 TPOCMOTPA;

Texnuveckue cpeacrsa MH(OPMANMOHHOM CHCTEMbl JaHHBIX — CpEICTBA
BBIYMCIIUTEIILHON TEXHUKH, WH()OPMAIMOHHO-BBIYUCIUTEIILHBIE KOMIUIEKCHI U
CETH, IPOrPaMMHBIE CPEJICTBA (ONEPALMOHHBIE CUCTEMBI, CUCTEMBI YIIPABIICHUS
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0a3zaMu JaHHBIX), CPEJCTBA 3aIUTHI HHPOPMAINH, TTPUMEHsIEMbIE B UH(MOpMa-
[IUOHHBIX CUCTEMAX;

— ¥Yrpo3bl 0€30MaCHOCTH JAHHBIX — JCHCTBUA, B PE3yJbTaTe KOTOPHIX HEBO3-
MOYHO BOCCTaHOBHUTb COJICP>KaHUE JaHHBIX B MUH(POPMAIIMOHHOM CUCTEME JJAHHBIX
WJIU B PE3YyJIbTAaTe€ KOTOPHIX YHUUTOXKAIOTCS MaT€pUaTIbHbIC HOCUTEIU JaHHBIX;

— YA3BUMOCTb — Ca00CTh B CPEACTBAX 3aIIUThI, KOTOPYIO MOXHO HCIIOIb30BaTh
JUTSI HAPYIIEHHS] CUCTEMbI UJTU COJieprKalllelicsl B Hell MHpopMaluu;

— IeaoctHocTs MHpoOpManMH (JAHHBIX) — COCTOSIHME MHGOpPMAIMK (JIaHHBIX),
XapakTepu3yromiee, 4YTOo JIaHHbIE HE ObLIM W3MEHEHBl IPU BHITIOJTHEHUU Ka-
KOU-TM00 onepanuu HajJ HUMU, Oy/ib TO Mepeaya, XpaHeHUE WM OTOOpakeHue.

HNudopmManuoHHAasE CHCTEMA JAHHBIX

NC nannHbIX B YUupexIeHUH Ki1acCu(pUuUupyeTcs:
. Ilo xapakTepucTuke Kak TUIOBas, B KOTOPOW HEOOXOAUMO 0O€ecreynuTh KOH(U-
JEHIUATBHOCTh JTaHHBIX (3AIMILEHHOCTh OT YHUUYTOKECHHUSI, U3MEHEHUsI, OJIOKHPO-
BaHMSI, a TAK)KE HECAHKIIMOHUPOBAHHBIX JIEUCTBHIA).
IIo cTpykType — JnOKanpHas, pa3BEepHyTas Ha KOHTPOJIMPYEMOW 30HE B IPEAENax
OJIHOTO 3aHMsI, B KOTOPOM HCKJIIOYEHO HEKOHTPOJIUpPYEMOE NpeObIBaHUE MOCTO-
POHHUX JIUL, HAPYIIUTENEH O€30MaCHOCTH.
[lo HanmuuMIO TMOAKIIOYEHHS K CETAM CBA3M OOILEro MOJIb30BAaHUSA — HMEIoIas
MTOJIKJTFOYEHHE K JIOKAIbHOU ceTu MHTEepHEeT.
. [To pexxumy o0paboTku n1aHHbIXx B UC — MHOTOIOIB30BaTEIBLCKUI YPOBEHb.
. Ilo pasrpannyeHHIO MpaB JIOCTYIA MOJb30BATENICH — C PA3TPAHUYECHUEM IIPaAB J0-
CTyTa MO0JIb30BaTeIIeH, TOMYIICHHBIX K 00pab0TKe JaHHBIX.

NudpopmanuonHasi 6€3011aCHOCTH

Wb cuctembl mocturaercs odecnedeHreM KOH(GUIEHIIMAILHOCTH 00pabaThiBaeMOoi
€10 MHPOpPMALIMH, & TAKKE LEJOCTHOCTU U JIOCTYIMHOCTH KOMIIOHEHTOB U PECYpCOB
ncC.

ITon b monuMaeTcst €€ 3aluIIeHHOCTh OT yrpo3 0e30MacHOCTH JaHHBIX, TO €CTh
CIIy4ailHOTO WJIM TPEIHAMEPEHHOTO BMEMIATEIbCTBA B HOPMAJBHBIN TMporecc e€
(GYHKIIMOHUPOBAHMS, a TaK)Ke JCHCTBUM, B PE3yJIbTaTe KOTOPHIX HEBO3MOXXHO BOC-
CTaHOBUTH cojiepkanre NaHHbIX B MIC maHHBIX WK B PEe3yJIbTaTe KOTOPHIX YHUYTO-
KAIOTCS MaTepUaIbHbIC HOCUTENH JIAHHBIX.

bezonacHocth naHHbIX npu ux oOpadboTke B MC obecrnieunBaeTcsi ¢ MOMOIIBIO CH-
CTeMbI oOecrieyeHus 0e30MaCHOCTH, BKIIIOYAIOIIEH B ce0si KOMIUIEKC OpraHu3allu-
OHHBIX M TEXHOJOTUYECKUX MEp, MPUMEHSICMBIX B OTHOIIICHHH TEXHUYECKUX CPEACTB



NC pannwix, [10, onpeneneHHbIX ¢ y4€TOM aKTyaJdbHBIX Yrpo3 0€30MacHOCTH N1aH-
HEBIX.

4.4. besomacHocTh AaHHBIX NpH uX o0paboTke B MIC obecrieunBaeT JUIl0, OCYIIECTRIISA-
folee 00paboTKy naHHbIX B B/I.

4.5. Ilpu o6napyxenuu yszpumoctu MC mnons3zoBatens MUC nomkeH He3aMeIIUTENBHO
COOOIINTH O JAHHOM MHIMJIEHTE aamuHucTparopy Ub.

V. Cucrema odecrieyeHus 0€30MaACHOCTH

5.1. Cuctemy obecrnieueHus 6€30MacCHOCTU MOKHO pa30UTh Ha CJIETYIOIINE TOJCUCTEMBI:
5.1.1. KoMnbroTepHyto 0€30MacHOCTb, KOTOpas 00ecleunBaeTcsi KOMIUIEKCOM TEXHOJIO-
TUYECKUX U aJMUHUCTPATUBHBIX MEpP, MPUMEHSEMBIX B OTHOILICHHUM AalllapaTHBIX
CPEICTB KOMIIBIOTEpPA C LENbI0 00€CIeUeHns NOCTYIMHOCTH, LEJIOCTHOCTH M KOH-
(bUIEHIIMAIBHOCTH CBA3aHHBIX C HUM PECYPCOB:
— 3alIUTYy OT BHEIIHMX HECAHKIIMOHHPOBAHHBIX BO3ACHCTBUI (ammapaTHbie U
IPOrpaMMHBIE€ CPEACTBA);
— KOHTPOJIb 32 JIEKTPOHHOM MOYTOM (BXOISIIAS U UCXOISIIAs KOPPECTIOHACHIINS);
— KOHTpOJIb 3a MH(POpMaILMEH, TUPKYIUPYIOIIEH B JOKaIbHOU CETH;
— KOHTPOJb 3a HH(MOPMAIUEH, XpaHSIIEHCs HAa BHEITHUX HOCUTEISIX.

5.1.2. be3omacHOCTh JaHHBIX JOCTUTAETCSA 3alUTOM [IaHHBIX OT HEABTOPU30BAHHBIX,
CIIy4alHbBIX, YMBIIUICHHBIX WA BO3HUKIIUX MO XaJaTHOCTH MOAU(pUKALUM, pa3-
PYLIEHUH WU pa3rialieHusl.

5.1.3. bezonacnHoe I10O npenocrasisieT co0oii oO1IeIeNeBble U MPUKIAAHbIE TPOrPaMMBbI U
CpEACTBa, OCYIIECTBISIONINE Oe30MacHyr0 00pabOTKy MaHHBIX B CUCTEME U 0e3-
onacHo ucnosb3yrouiue pecypest MC.

5.1.4. be3onmacHOCTh KOMMYHHMKAIIM OOECIEYMBACTCA TOCPEACTBOM ayTCHTH(UKAIINH
TEJIEKOMMYHHUKAIUI 32 CUET MIPUHATHS MEP MO MPEIOTBPALICHUIO MMPETIOCTABICHUS
HEAaBTOPU30BAHHBIM JIUIIAM KPUTUYHOU HHPOPMAIUHU, KOTOPAst MOKET ObITh BblaHa
CHCTEMOM B OTBET HA TEJIEKOMMYHHUKAIIMOHHBIN 3aIpOC.

V1. Ba3bl 1aHHBIX

6.1. ba3pl JaHHBIX, OPraHU30BAaHHBIE B COOTBETCTBHH C OMNPE/CIECHHBIMH MPABUJIAMU B
Yupexnenuu, 00padaThiBaeMbI€ C UCTIOIB30BaHHEM WH(OPMAIIMOHHBIX TEXHOJIOTHH,
MOJ/IJIeXkKAT 3aluTe U BHOCATCS B «Peectp 0a3 JaHHBIX, MOJUIeKaNuX WH(POpMaIiu-
onHoit 3amute» (IIpunoxenue Ne 1).

6.2. Jlnsa xaxmoit bJI, BkiroueHHoi B «PeecTp 0a3 gaHHBIX, MOISKAMUX MHGOpPMAIIK-
OHHOM 3aIlIUTe» MPUKA30M TUPEKTOpA YUPEIKICHUS 0 MPEAOCTABICHUIO KOMUCCHH
no b Ha3HavyaeTcs OTBETCTBEHHOE JIUIIO 3a BejeHue b/I.



6.3. Bce mporeaypsl MO0 WCTONB30BaHUIO U OOCTYyXuBaHHWIO bJl OCyIecTBiIseT OTBET-

CTBEHHBIM 3a BCIACHUC 0a3mI JaHHBIX, B TOM YHCJIC:

— BHeceHue B cTpyktypy bJl, a Takke nusmenenuit B «Peectp 6a3 gaHHBIX, MoJIjIe-

Kaux WHHOPMALMOHHON 3alllUTey, MPU HEOOXOIUMOCTH (M3MEHEHHE CTETECHU
KOH(UICHIIMATEHOCTH, MECTA PACTIOJIOXKEHUS U T.1.);

— BHeceHHe u3MeHeHul B b/I;

— xpanenue b/I;

— konupoBanue b/l;

— Ipouue BHUJbI padoT, cBsi3aHHbIE C b/I.

VII. Cuctema ayreHTH(UKATTAT

7.1.

7.2.

7.3.
7.3.1.

7.3.2.

7.3.3.
7.3.4.
7.3.5.

7.3.6.

7.3.7.
7.3.8.

Ha Bcex mepcoHasibHbIX KOMIbIOTEpax ucnoiyibdyercas Windows 7, Windows 8,

Windows 10.

OOcnyXMBaHHE CHCTEMBbl ayTEeHTHU(UKAIMU OCylecTBIseT aaMuuHuctpatop Wb

YupexneHus.

Anmunuctpatop Ub goikeH:

OcCyl1ecTBIATD:

— AHTUBUPYCHYIO 3amuTy pecypcoB MC ¢ nMcnonap30BaHMEM JUIEH3MOHHOTO aH-
tuBupycHoro 110 Ha Bcex APM VupexneHus, a Takke CBOEBPEMEHHOE 00-
HOBJICHUE aHTUBUPYCHBIX 0a3 (CUTHATYp U T.IL.);

— mnporpaMmmubiid komiuieke mep CK® pecypcos UC;

— MapoJIbHYIO 3alIUTy TexHu4eckux cpencts NC;

— pesepBHOE konupoBaHue b/I;

— TMEPUOJIUYECKUN KOHTPOJIb UCIIPABHOCTH PE3EPBHBIX KOMUU.

JlJi MCOIB30BaHUS JIOKAIBHON CETH B y4eOHOM IMPOLECCE UCIOJIb30BaTh IPYIIO-

BYI0 UICHTU(DUKAIMIO: «IOJb30BaTENIb-YUEHUK)», «I10Jb30BATENIb-yUUTENbY, «a]-

MHHHUCTPATOP.

JIns Bcex nmonb3oBarenei b/] yctaHOBUTH YHUKaAIbHBIE TAPOJIH.

[TepuoauyHOCTh TIJIAHOBOM CMEHBI TTapoJiel 1 pa3 B Havasie y4eOHOTro roja.

YcTaHOBUTh OJIOKMPOBKY Y4YETHOM 3aluCH TOJb30BaTEeNIed MpU HEMPaBUILHOM

Habope mapoJist 6osee 5 pas.

VYcTaHOBUTh OJIOKMPOBKY SKpaHa M KJIABUATYphl MPU OTCYTCTBUM AKTUBHOCTH

M0JIb30BaTENs HAa paboueM mMecte bosee 15 MUHYT, ¢ TOCIEAYIOLUIUM BBOJIOM MApOJIs

JUIs pa30JIOKMPOBAHUS TIEPCOHATILHOTO KOMIIBIOTEPA.

Bectu )XypHai Ha3Ha4YeHUsI 1 CMEHBI IapoJien equHbIn it BeexX b/l

OO6s3aTh Mosb30BaTENE OCyIIEeCTBIATh Bbixoa U3 BJl, ecnu mmanupyercss oTcyT-

cTBHE Ha paboyeM Mecte 6osee 1,5 yacos.



VIII. AHTHBHpYCHAasI 3aLIUTA

8.1.

8.2.

8.3.
8.4.

8.5.

IX.

9.1.

9.2

X.

AHTUBHpYCHasl 3allUTa MpeaHa3HayeHa JUisi 00ecleueHus 3aluThl MPOrpaMMHOTO
Bo3aeiicTBug Ha APM nonb3oBareneid UC YupexaeHus ¢ UCroabp30BaHUEM BUPYCOB U
BPEIOHOCHBIX MTPOTPAMM.

Ha nro6om paboTaroiiieM KOMITBIOTEPE MPU BBOJE B IKCILTyaTaIMIO WM MOCHE Mepe-

YCTaHOBKH ONEPALIMOHHOM cUCTEMBI aiMUHKHCTpaTopoM Ub B 00s13aTeIbHOM NOPSIZIKE
YCTaHABJIMBAETCS U aKTUBUPYETCSI aHTUBUPYCHASI IPOTrpaMMa.

OTkJr0YEHNE WM HE OOHOBIIEHHE aHTUBUPYCHBIX CPEICTB HE JTOIYCKAETCS.
VYcTaHoBKa U OOHOBJIEHUE aHTUBHUPYCHBIX CPEACTB B YUPEXKIACHUH KOHTPOIUPYETCS
anMuHaucTparopom Ub.

[Tonp3zoBarenu MIC pykoBoACTBYIOTCS TpeOOBAaHUSAMHU aHTHUBUPYCHOW 3aIUTHI, U3JI0-
*eHHbIMU B MIHCTpyKUMK neiicTBuid noibs3oBatens UC.

3amurTa 000pyI0BaAHUS

CoTpyIHUKH JOJHKHBI MOCTOSHHO MOMHHUTH O HEOOXOIMMOCTH oOecredeHus u3u-
YecKoM 0e30MacHOCTH O0OpyAOBaHMs, Ha KOTOPOM XpaHATCA HHpopManus Yupe-
KJICHUS.

COpr,Z[HI/IKaM 3aIlIPCHICHO CaMOCTOATCIIbBHO U3MCHATD KOH(l)I/II“ypaI_[I/II-O arrapaTHoro u
I10.

3amuTa No BHeIHUM HU(POBBIM JIMHUAM CBSI3H

10.1. B uensx ymeHnblieHus pucka nospexaeHus [10 u yrepu undopmaiuu, 10CTyn U3

BHYTPEHHEN ceTh BO BHEIIHIOIO (MHTEpHET, 3JeKTpOHHAs 1I0YTa) OCYUIECTBISAETCS
Yyepe3 KOMIBIOTEPHI C YCTaHOBJIECHHBIM OpIHAMAY3€pOM aHTUBHPYCOM).

10.2. TlogkitoueHHe KOMOBIOTEPOB YUPEXKICHUS K BHEIIHWM JHHHUSAM CBSI3U MPOU3BO-

nutcs B JIBC o nmpotokosnam Internet u WiFi.

10.3. 3ampenieHo NOAKIIOYEHUE PA3IMYHBIX MOOMIBHBIX YCTPOUCTB (JIMUHBIX TeTIe(hOHOB,

IJIAHIIETOB U Apyrux ramxketo) kK JIBC Yupexaenus.

10.4. Poytepsl, TOUKH JOCTyNa U MPOYEE aKTUBHOE CETEBOE 00OpPYAO0BaHUE JOJKHO pac-

XI.

ImojaratbCAa B MECTax I10 BO3MOXHOCTHU HCKIOYAOIINX CBO6OJIHBIﬁ AOCTYII.

KonTpoJas nocryna k HH(pOpMallHOHHBIM CHCTEMAaM

11.1. B nemsx obecrnieueHrs CaHKITMOHUPOBAHHOTO AocTyna K pecypcy UC, moboit Bxo B

CUCTEMY JIOJIKE€H OCYLIECTBIIATHCS C UCMHOJb30BAHUEM YHUKAIBHOTO UMEHU MOJIb-
3oBaTes (JIOTUHA) U TapoJis.



11.2.

11.3.

11.4.

11.5.

11.6.

11.7.

XII.

12.1.

12.2.

12.3.

ITonp30BaTenu NOJKHBI PYKOBOJICTBOBATHCS PEKOMEHIALMSAMHU IO 3aLIUTE CBOETO
[apoJisi Ha ATare ero BbIOOpa U MOCIEAYIOLIEro UCIOIb30BaHuUs. 3allpeliaeTcs: co-
oOuiaTh CBOM MapoJib APYTUM JIMLAM WIM HPEJOCTaBIATh CBOIO YYETHYIO 3aIUCh
IPYTUM.

Hoctyn Ttpersux snun k UC VYupexneHus T0KeH OBITh OOYCIOBIEH MPOU3BO/I-
CTBEHHOW HEOOXOJUMOCTBIO, B CBSI3U C 3TUM, MOpAaok goctyna k UC Yupexaenus
JOJHKEH OBITh YETKO ONpeesieH, KOHTPOJIUPYEM H 3aIlUIICH.

Kaxx1p1il coTpyTHUK 00s13aH HEMEIJIEHHO YBEIOMUTh PYKOBOJMUTENS Y UPEKICHUS U
anmuHuctparopa b 060 Bcex citydasix npeocTaBiIeHUs 10CTyIa TPETbUM JIMLIAM K
pecypcam UC YupexaeHus.

IIpaBo ynanenHoro nocrymna kK pecypcam MC YupexxaeHus 1mosib30BaTeNny MoIy4aroT
C Y4E€TOM HX B3aMMOOTHOLIEHUU C Y UPEKICHUEM.

CoTpynHuKH, UMEIOIIME MTPABO YAAJIEHHOTO noctyna K pecypcam MC Yupexaenus,
JOJKHBI COOJIIOIaTh TPEOOBAHMUE, UCKITIOYAIOIIEE OJJHOBPEMEHHOE MOAKIIOYEHUE X
KOMITBIOTEPA K CETH YUPEXKICHHUS U K KaKUM-IUOO OPYrMM CETSM, HE MpUHAJJIe-
KalUM Y UpexKICHUIO.

Bce koMmbroTepsl, NOJKIOYaEMble MOCPEACTBOM YJIAJIE€HHOIO AOCTYyNa K UH)Op-
MalMOHHOW CETH YUpexAcHUs, AOJKHBI UMeTh 110 aHTHBUPYCHON 3alUThI, UME-
[oIlee nocaeaHue OOHOBIICHUS.

Iopsiiok nepecmoTpa HacTosimero [osoxenus

ITepecmortp Ilonoxxenus: 06 b npou3BoAUTCS C 1IEIBI0 IPUBEACHUS B COOTBETCTBUE
ONpENEIEHHBIX HACTOAIMM [l0JI0KEHHEM 3aLIUTHBIX MEP PEAIBHBIM YCIOBUSAM U
TEKYIIUM TpeOOBaHUAM K 3alTUTe HHHOPMAIIHH.

BHerutanoBoe BHeceHME M3MEHEHUU B Hacrtosuee [lonoxkeHne MOXKET MpOu3BO-
JUTBCS 10 PE3yJIbTaTaM aHaIn3a MHUUMAEHTOB Vb, akTyalbHOCTH, JOCTATOYHOCTH U
s pexTuBHOCTH UCHONIb3yeMblx Mep obecnieuenuss Wb, pe3dynbraram mpoBeneHus
BHYTPEHHHUX MPoBepOK b 1 Apyrux KOHTPOJIbHBIX MEPOTPUITHHA.

[lepecmoTp Hactosmero Ilomoxxenuss ocyumiectBisiercss padodei rpynmnoi mo uH-
(opMaTH3aLMU U YTBEPKIAETCS HA MEJArornyecKoOM COBETE Y UpeKICHUSI.



